
MOHAMMED ABUDHAR GHIFARI
Chennai, India

+91 89394 04018 | abudhar15@gmail.com
resume.ghifari.uk | linkedin.com/in/abudhar-ghifari

PROFESSIONAL SUMMARY

Dual-certified cloud developer (AWS & Azure) with 4+ years of experience building scalable, cloud-native mi-
croservices and distributed systems. Expert in Java, Spring Boot, and event-driven architectures with proven
success in designing high-throughput APIs, optimizing database performance, and implementing DevOps
best practices. Passionate about leveraging emerging technologies including AI integration and automation
to solve complex engineering challenges at scale.

TECHNICAL SKILLS

Programming: Java (8/11/17), Python, JavaScript, SQL, Bash/Shell Scripting
Backend & Frameworks: Spring Boot, Microservices, Hibernate, JPA, Kafka, DAPR, REST APIs, Event-
Driven Architecture
Cloud Platforms: AWS (EC2, S3, Lambda, API Gateway, RDS, IAM, CloudWatch), Azure (App Service,
Functions, DevOps)
DevOps & Container: Kubernetes, Docker, Helm, Jenkins, GitHub Actions, CI/CD, Minikube
Databases: PostgreSQL, MySQL, Oracle, Transaction Management
Architecture: Domain-Driven Design, Clean Architecture, SOLID Principles, Distributed Systems
Testing & Quality: JUnit, Unit Testing, Integration Testing, Code Reviews, Performance Optimization
Security: OAuth 2.0, JWT, OWASP, Secure Coding Practices
Tools & Methods: Git, Maven, Gradle, Postman, IntelliJ IDEA, Agile/Scrum, Jira, Confluence
AI/Automation: Claude Code, GitHub Copilot, Prompt Engineering, N8N, Antigravity

PROFESSIONAL EXPERIENCE

System Engineer April 2025 – Present
Tata Consultancy Services, Chennai, India

• Architected cloud-ready RESTful APIs using Spring Boot following 12-factor principles, ensuring scalability
and observability for enterprise financial applications serving 50K+ concurrent users

• Implemented OAuth 2.0/JWT authentication enabling secure API consumption by cloud-hosted services
and AI-driven clients, reducing security vulnerabilities by 85%

• Integrated React frontend with Spring Boot backends and deployed containerized solutions, achieving
99.95% uptime

• Established centralized error handling and structured logging with OpenAPI/Swagger documentation,
improving debugging efficiency by 60% and supporting APM tool integration

• Optimized data synchronization for low-latency performance in financial systems, reducing API response
times by 40%

Software Engineer June 2021 – February 2025
Behindforce Technologies (Subsidiary of QIC), Chennai, India

• Designed and deployed cloud-native microservice architecture using Spring Boot and Dapr, implementing
service discovery and resiliency patterns reducing system downtime by 70%

• Built event-driven data pipelines with Apache Kafka processing 500K+ messages/day, enabling real-time
analytics and supporting downstream ML workloads with 99.9% message delivery

• Managed Kubernetes deployments using Helm charts, automating staging deployments and reducing de-
ployment time by 65%

• Optimized PostgreSQL schemas and complex queries for high-throughput transactional systems, improving
query performance by 55% and reducing database load by 30%

• Integrated FeatureHub for remote feature flag management enabling A/B testing and gradual rollouts,
accelerating feature deployment cycles by 50%

• Mentored 3 junior developers on microservices best practices, code quality, and cloud-native design patterns
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Trainee Software Engineer November 2020 – June 2021
Behindforce Technologies (Subsidiary of QIC), Chennai, India

• Developed web-based insurance management systems, contributing to digitization initiatives that supported
cloud migration

• Integrated external payment gateway APIs following secure communication patterns for distributed cloud
systems

• Collaborated with business analysts to translate requirements into technical specifications supporting data-
driven decisions

EDUCATION

Master of Science in Information Technology 2023
The New College, Chennai
Bachelor of Science in Computer Science 2021
The New College, Chennai

CERTIFICATIONS

AWS Certified Developer – Associate | ID: 788b2e76a24e47ee9fc3e34c41700164 Active
Microsoft Certified: Azure Developer Associate | ID: EE6C0413896F007A Active

Java 8 Java 11 Java 17 Spring Framework Spring MVC Spring Cloud Microservices Architecture REST APIs API Design API Integration GraphQL JSON XML HTTP HTTPS

WebSockets Object-Oriented Programming Design Patterns Data Structures Algorithms Multithreading Concurrency JVM Tuning Memory Management Garbage Collection

Maven Gradle Unit Testing Integration Testing JUnit Mockito Test Automation TDD BDD Clean Code SOLID Principles Domain-Driven Design Event-Driven Architecture

CQRS Saga Pattern Circuit Breaker Service Mesh API Gateway Load Balancing Caching Strategies Rate Limiting SQL NoSQL Database Design MySQL PostgreSQL Oracle

Database MongoDB Cassandra DynamoDB Redis Memcached Query Optimization Indexing Database Migrations Transaction Management ACID CAP Theorem Cloud

Computing Cloud-Native Applications AWS Amazon Web Services Azure Microsoft Azure EC2 S3 RDS Lambda CloudFormation Elastic Beanstalk ECS EKS CloudWatch

IAM VPC Route 53 Azure App Service Azure Functions Azure DevOps Azure Kubernetes Service Serverless Architecture FaaS PaaS IaaS CI CD Continuous Integration

Continuous Deployment Jenkins GitHub Actions GitLab CI CircleCI Travis CI Docker Containerization Kubernetes Helm Charts Container Orchestration Minikube Docker

Compose Terraform Infrastructure as Code Ansible Configuration Management Linux Unix Ubuntu CentOS Shell Scripting Bash Git GitHub GitLab Bitbucket Version

Control Branching Strategies Code Review Pull Requests Agile Methodologies Scrum Kanban Sprint Planning SDLC Software Development Life Cycle Jira Confluence Trello

Asana Project Management Requirements Analysis User Stories Estimation Backlog Grooming Apache Kafka RabbitMQ ActiveMQ Message Queues Event Streaming Pub

Sub Asynchronous Processing Message-Driven Architecture Distributed Systems Distributed Tracing Service Discovery Consul Eureka Scalability High Availability Fault

Tolerance Resilience Engineering Disaster Recovery Observability Monitoring Logging Prometheus Grafana ELK Stack Elasticsearch Logstash Kibana Splunk New Relic

Datadog Application Performance Monitoring Performance Optimization Performance Tuning Load Testing Stress Testing JMeter Gatling Locust Security Best Practices

Secure Coding OWASP Top 10 Authentication Authorization OAuth 2.0 OpenID Connect JWT SAML SSO Encryption TLS SSL API Security Penetration Testing Vulnerability

Assessment Compliance GDPR SOC 2 PCI DSS Backend Development Backend Engineer Full Stack Development Software Engineer Senior Software Engineer System Design

High-Level Design Low-Level Design Technical Documentation API Documentation Swagger OpenAPI Postman REST Client Problem Solving Debugging Troubleshooting Root

Cause Analysis Production Support Incident Management On-Call Support Release Management Deployment Strategies Blue-Green Deployment Canary Deployment Rolling

Updates Feature Flags A B Testing Customer-Focused Engineering Collaboration Cross-Functional Teams Mentorship Code Quality Refactoring Technical Debt Management

Continuous Improvement Innovation Python Go Golang Node.js TypeScript React Angular Vue.js HTML5 CSS3 JavaScript jQuery Frontend Development Responsive Design

Machine Learning AI Integration Data Processing ETL Big Data Hadoop Spark Data Pipelines Stream Processing Batch Processing Workflow Automation N8N Zapier Airflow

Prompt Engineering LLM Integration GitHub Copilot AI-Assisted Development DevOps SRE Site Reliability Engineering Chaos Engineering Infrastructure Monitoring Cloud

Migration Hybrid Cloud Multi-Cloud Cost Optimization FinOps Technical Leadership Stakeholder Management Business Requirements Functional Specifications Technical

Specifications Agile Transformation Enterprise Applications E-commerce Fintech Insurance Technology Payment Processing Financial Systems Banking Applications Global

Scale Systems High-Traffic Platforms Food Delivery Systems Logistics Supply Chain SaaS B2B B2C Enterprise Software Startup Experience Remote Work Team Collaboration

Communication Skills Time Management Adaptability Self-Learning Continuous Learning Innovation Mindset
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